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Summary

This sheet provides information on user administration and password policies.
Details

Password Complexity Requirements
Passwords must meet the following complexity requirements:

e Not contain the user's account name or parts of the user's full name that exceed two consecutive
characters.

® Be at least 12 characters in length.

e (Contain characters from 3 of the following 4 categories:
+ English uppercase characters (A through Z).
+ English lowercase characters (a through z).
+ Base 10 digits (0 through 9).

+ Non-alphabetic characters (for example, !, $, #, %).

How long until a password expires?

Passwords will expire 42 days after they have been created/reset.

Why do passwords expire?

The reason password expiration policies exist, is to mitigate the problems that would occur if an attacker
acquired the password to your system. These policies also help minimise some of the risk associated with
other users accessing your login.

Why should you create individual users rather than one practice login?

All financial and clinical transactions performed in Merlin are audited by user login. This allows practices to
analyse data entry. Auditing serves business purposes as varied as lost transaction recovery, fraud
detection, disaster recovery and regulatory compliance.

In addition, if individual logins are used, practices can benefit from the system'suser roles functionality and
can receive their own messages via the internal messaging feature.

Warning


http://merlinuk.knowledgeowl.com/help/user-roles

If shared logins are used, passwords can be changed on expiration by any user. If the password change is
not communicated around the practice, users will not be able to login.

It is not recommended to send passwords via email, or to store passwords in plain text on computers. Our
recommendation is to setup individual logins for each individual within the business.

Renewing an expired Password

a) Select 'Ok".

Log On to Merlin - Server: hitps:/ / rm-pms.vetspace.cloud/
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login.

b) Enter a new password (Password must meet complexity requirements).

¢) Confirm your new password.

d) Select 'Change'.

e) A notification will display 'Your password has been changed. Login with your new password to continue'.

f) Login with your new credentials.

Resetting a user's password

To perform this task, your user will require the user roles: 'Security - Edit User' and 'Security - Change User
Password".

If you do not have these user roles assigned, you will receive a system notification message to advise your
Practice's system administrator who will have the relevant user roles to complete the task on your behalf.

To reset your user or another user's password:
a) Select Administration from the top menu.

b) Navigate to System > Security.


https://dyzz9obi78pm5.cloudfront.net/app/image/id/66faa82308bc6eb84d0c94df/n/1727703075531.png

c) Select the relevant username from the list.

d) Select the 'Edit' button

e) Tick the 'Password' checkbox.

f) The password field will become active. Enter your new password.

g) Re-enter a new password, if you want the user to change this password upon their first login, see step H.
If not, proceed to step I.

h) Select the checkbox 'Change at Login'.

i) If you know the user's old password, enter it into the 'Enter old password to confirm' field and proceed to
step L.

j) If you do not know the user's old password, tick 'Admin User Override'.
k) Select 'OK' and enter your username and password.
[) Select 'OK'.

m) A notification should display stating 'User successfully updated'.

User Administration following Creation

This are enables administrators to add/remove certain controls per user once the user has already been
created. This is accessed via Administration > System > Users.

Users/Site - Allows you to control what sites each user has access to.
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Users/Reports - Allows you to control what reports a user has access to.
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Users/License - Allows you to assign licences to a user to include Collabora document editing and the
Postcode module.
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